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3. Procedures 
 

Responsible parties must adhere to these minimum information technology security standards, including 
but not limited to: 

�x Apply system patches and maintain the operating system and application software per the 
following requirements: 

o Cadence: 
 

Table 1: Regular Patching Schedule Cadence  
Item Frequency 

Windows Servers: Monthly Monthly 

Linux Servers: Monthly Monthly 

Other Windows Devices: At least Monthly At Least Monthly 

Classroom Devices, Load Balancers, DHCP and 
Internal DNS appliances Quarterly 

Software Update Review: review for appliances 
and network devices Quarterly 

Security appliances - 
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For clarification or questions about enforcement, contact the CISO. 

 

4. Definitions 
 
CVE – refers to the “Common Vulnerabilities and Exposures” system, which is maintained by the United 
States' National Cybersecurity FFRDC, and operated by The MITRE Corporation, provides a tracking 
mechanism for vulnerabilities and a standardized rating system that is used to communicate the severity 
of a vulnerability. 

 
Responsible Party – Individuals, groups, departments or organizations responsible for ensuring the 
ongoing security of the information technology resource(s) that have been granted permission to 
interact with the university information technology environment or store, access or transmit university 
data. 

 
Information Technology Resource – Any entity such as a computer and associated peripherals 
owned by Radford University or used to store, access or transmit university data, including 
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